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Voicepoint Cloud Security 
Secure delivery of our solutions in the cloud

The Voicepoint Cloud offers a secure, cloud-based dictation management and speech recognition  
solution that enables doctors to document patient histories by voice. There is no longer any need for the 
considerable effort involved in implementing and operating your own infrastructure, and the applications 
are ready for immediate use – this saves time for IT staff and increases the productivity and  
efficiency of doctors. For more information and the advantages of a cloud solution, please refer to our  
Voicepoint Cloud Factsheet or visit our Website. 

Secure premium cloud provider
We operate our solutions in Microsoft Azure's 
Swiss data center and were closely supported  
by Microsoft specialists during the design,  
architecture and implementation. 

The Microsoft Azure services required by the 
Voicepoint Cloud at the data center in Zurich are 
highly available and offer constant operating times 
with a very high level of availability. Microsoft  
Azure meets a wide range of international and  
industry-specific compliance standards.  
A detailed overview and further information on 
Microsoft Azure compliance can be found here.
 
ISO 27001, 27701 and 27018 certifications
Our ISO 27001, 27701 and 27018 certifications  
ensure that we meet the most important industry 
standards, which are continuously renewed and 
offer a higher level of protection for information 
security and data protection.

Secure and robust cloud offering
Our security practices, combined with our highly 
available and redundant infrastructure, ensure 
that our high-performance, secure solutions are 
available to users with maximum convenience and 
from any location.

Data center security
In addition to the core security of the Microsoft 
Azure data center, we apply many industry  
best practices to further protect customer  
data and to increase the overall security of the 
solutions offered.

Physical access
Physical access to the data center is secured by 
numerous advanced security technologies.  
Our employees have no physical access to the 
Microsoft Azure data centers, which further  
increases security.

Electronic access
We adhere to the “least privilege” principle when 
granting electronic access to the data center for 
support purposes.

Multi-factor authentication / jump host
Access to the Microsoft Azure management portal 
requires multifactor authentication (MFA),  
which is only available to selected and trained 
employees. The respective application servers are 
strictly protected, enabling indirect access to the 
systems through jump hosts via a dedicated VPN.

https://downloads.voicepoint.ch/docs/Voicepoint_Cloud_Factsheet_EN.pdf
https://voicepoint.ch/en/about-us/voicepoint-cloud/
https://learn.microsoft.com/en-gb/azure/compliance/
https://learn.microsoft.com/en-gb/azure/security/fundamentals/physical-security#physical-security
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Patches and updates
Our employees who are authorised to access the 
Voicepoint cloud infrastructure carry out monthly 
Windows updates of the environment. Updates  
to the applications used or to the infrastructure 
are carried out independently of the monthly  
updates and are planned in advance. Users are 
informed about maintenance windows at an early 
stage. We reserve the right to carry out urgent 
maintenance work, such as urgent Windows or 
application updates, outside of the planned 
monthly maintenance windows in order to further 
increase security. Visit our Voicepoint Cloud  
status website, to stay informed about mainte-
nance work and the current system status.

Encryption of data transmission
Communication between the client applications 
used and the Voicepoint cloud services is  
encrypted at all times. This applies to the audio 
data stream during speech recognition and to the 
transmission of any data within the applications. 
The data is transmitted via HTTPS using TLS 1.2  
or higher with an AES 128 / 256-bit encryption  
algorithm. Older algorithms or TLS versions that 
are defined as insecure have been disabled.

Security standards and transmission protocols 
are constantly evolving in response to new  
security threats. For this reason, we regularly  
review our services to ensure that they meet the 
highest standards for secure data transmission. 
The web-based applications of the Voicepoint 
Cloud routinely receive an “A+” rating from Qualys 
SSL Labs, which performs an in-depth analysis  
of TLS endpoints. Among other things, the test 
checks the strength of the certificates, supported 
TLS protocol versions, supported ciphers and  
vulnerabilities in the configuration.

Data storage and further use
The application data is stored in so-called  

“Storage Accounts”, which are not accessible via 
the internet and are encrypted and protected 
against unauthorised access. Dictations from the 
dictation management system “Winscribe”  
are stored in encrypted form and are required by  
users of the client applications for dictation  
transcription. Dictations are stored in Winscribe 
until they have been transcribed. After that,  

the dictations are deleted in an adjustable period 
of time.

By default, data from the Dragon Medical One 
speech recognition solution is stored for up to  
50 hours of dictation per user. Once this limit is 
reached, the oldest recordings are automatically 
deleted. The recognised audio and text data from 
the speech recognition solution are used for the 
adaptation process. This includes corrections 
made to the text by the user. The system uses only 
the data available in the audio file and in the text to 
make acoustic and linguistic adjustments to the 
user's voice profile. These help to improve the 
speech recognition quality. For example, when  
the sentence fragment “The patient has cardiac 
arrhythmias” is dictated, there is no stored audio 
information that could link this information to  
an individual patient. The transmission of the data 
over the Internet is encrypted.

Specific questions?

Do you have any questions about our  
information security and data protection? 
Please feel free to contact our  
Information Security & Compliance  
Team at datenschutz@voicepoint.ch.

How to deal with the US CLOUD Act
The CLOUD Act is an American law that enables 
the relevant US law enforcement authorities to 
obtain access to data stored by US companies 
abroad upon request. 

The Voicepoint Cloud is protected with a specially 
designed encryption concept. The encryption  
concept is based on the “bring your own  
encryption” principle, which prevents US  
companies such as Microsoft from accessing  
your data stored in the cloud.

For more information on how we deal with the US 
CLOUD Act, please refer to the article “US CLOUD 
Act: Why it Should Not Prevent Cloud Projects”  
by David Rosenthal, attorney and partner at  
VISCHER AG.

https://status.voicepoint-cloud.ch/?lang=en
https://status.voicepoint-cloud.ch/?lang=en
mailto:datenschutz%40voicepoint.ch?subject=
https://www.vischer.com/en/knowledge/blog/us-cloud-act-why-it-should-not-prevent-cloud-projects-38580/
https://www.vischer.com/en/knowledge/blog/us-cloud-act-why-it-should-not-prevent-cloud-projects-38580/
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Swiss commitment
As a Swiss company, we embrace Swiss values 
and also pay attention to the “Swiss made” factor 
when providing our services. By using Microsoft's 
Swiss data centers, we ensure that all data is 
physically stored within Switzerland.” As a Swiss 
solution provider, we provide installation, mainte-
nance and support independently, without direct 
influence or access from third-party providers.

High availability and service continuity
The Microsoft Azure services used are provided in 
different availability zones. Some older services 
still use the “Availability Sets”. This makes it  
possible to achieve a high level of availability, 
since a service is distributed across several  
availability zones and can therefore be located in 
different physical locations and facilities. Each of 
these zones is equipped with its own power and 

network source, which reduces the impact of  
potential hardware failures or site disruptions.  
Updates to Microsoft Azure are only installed in 
one availability zone at a time and thus do not  
affect the availability of services in other zones.

The system architecture of the Voicepoint Cloud  
in Microsoft Azure offers the following high  
availability features across the availability zones:

•	 Fully redundant network infrastructure,  
including load balancers and switches

•	 Multiple redundant application servers
•	 Highly available and secure data storage
•	 Redundant database servers

We are committed to upholding service continuity 
and regularly reviewing, expanding and improving 
high availability as needed.

Overview of Microsoft Azure data security

Network security

Are industry-standard firewalls used? Where are 
they deployed? How are they kept up to date?  
Is administrative access to the firewall and other 
devices only allowed through secure channels  
or direct access?

We use redundant and uninterruptible load 
balancers with an integrated web application 
firewall. These are operated within the Microsoft 
Azure data center in an “availability set” whose 
software updates and security policies are fully 
automated. A separate authentication is 
available for administration, which can only be 
accessed by authorised personnel via an 
MFA-secured VPN connection.

Which protocols and ports are allowed for 
communication?

All client applications and smartphone apps 
transmit data via HTTPS port 443, secured by 
TLS 1.2 or higher with 128 / 256-bit AES 
encryption.

Are there formal procedures for responding to 
incidents? Are they tested regularly?

Incident processes are implemented and 
include specific procedures for classifying the 
severity and handling of incidents that affect the 
availability or security of the solutions.
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Physical security

What are the most important physical security 
and business continuity features of your data 
center?

The Microsoft Azure data center offers 
comprehensive electronic and physical security 
measures. Our data center configuration is 
provided with “Availability Zones” and 
“Availability Sets”, so that a consistently high 
level of hardware availability can be guaranteed.

Who (including Voicepoint data center 
employees or suppliers) has physical access to 
the servers?

Only authorised data center personnel have 
access to the physical facility, which is strictly 
restricted and regularly reviewed.

 
System security

Are the file permissions set on a least privilege 
basis?

Access to files is designed on a “minimum need” 
basis and is restricted to the relevant service 
accounts and authorised employees who 
require access to them.

Are audit logs implemented on all systems that 
store or process critical information?

All deployed applications contain their own 
logging or audit mechanisms.

Are root commands logged? The logging is done via the system event logs, 
which record security, system and application 
events.

What processes are used to control access to 
devices and protocols?

Access is regularly checked and adjusted as 
needed. In addition, access and changes are 
logged in the Microsoft Azure portal.

How is the integrity and availability of the 
services and application servers monitored?

System monitoring is in place and uses internally 
developed and industry-standard tools.  
Among other things, Microsoft Azure-specific 
services for alerts and monitoring are used.

Have unnecessary services and applications 
been deactivated on the application servers?

Yes, only the necessary services and 
applications are installed and operated on the 
servers.

Are further security mechanisms used? Yes, the Microsoft Azure Security Center is also 
used for overarching infrastructure security.  
This center checks the latest security findings 
and security measures and assesses the 
severity. We regularly review these and apply 
them as needed. Windows Defender is also 
available on each application server, acting as 
an antivirus and sending feedback to Microsoft 
Defender for Cloud.
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Web security

Have unnecessary HTTP modules or extensions 
been disabled on the application servers?

Yes, only the required HTTP modules and 
extensions are used on our application servers.

Does the account under which web services  
are running have administrator rights on the 
application servers?

A separate service account is available for each 
application offered. Each web service is 
therefore run under a separate service account. 
The rights of the service account are reduced to 
the necessary minimum.

Have insecure TLS versions and ciphers been 
disabled?

Yes, older and insecure TLS versions (<TLS 1.2) 
and ciphers have been disabled on the 
application servers and throughout the 
environment. Ciphers or TLS versions are 
regularly checked using Qualys SSL Labs and 
disabled if they do not meet the required 
security standard.

 
Security of authorised persons

How is the authorised persons registration data 
handled?

All authorised Voicepoint employees use a 
personal, MFA-protected, cross-system user. 
Employees are assigned different administrative 
roles. Employees in application support do not 
have direct access to individual application 
servers or infrastructure components. A special 
joiners-movers-leavers concept is in place and 
is being implemented. This allows us to ensure 
that only authorised employees can access the 
services they have been cleared for. The role of 
system administrator is kept to a minimum so 
that operations can be guaranteed in the event 
of any employee absences.

 
Application security

Is the data encrypted during transmission over 
public network connections?

Communication between client applications 
and Voicepoint cloud services is transmitted 
over HTTPS, secured by TLS 1.2 or higher with 
128 / 256-bit AES encryption.
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Is any data stored locally on the smartphone? When using the smartphone app for the 
dictation management solution, temporary 
dictation data is stored on the device. The audio 
files are encrypted on the smartphone with an 
automatically generated security key. Further 
information regarding the security of the 
Winscribe smartphone app can be provided on 
request. With the PowerMic Mobile smartphone 
solution, no dictation data is stored because this 
app only serves as a microphone replacement.

Is any data stored locally on the device or 
computer (dictation management)?

When using the client applications for the 
dictation management solution, folders for 
application-specific settings and log files are 
created in the local application data of the 
users. A so-called “UserWorkingDirectory” is 
also used for intermediate storage, volatile 
access to server data and dictation drafts, which 
can optionally be set up by default locally for 
each user or on a central storage location of the 
customer. Original dictations from mobile 
dictation devices are stored locally on the 
customer's computer after downloading until 
they are removed by the automatic archiving 
cycle. The customer is responsible for backing 
up these files if desired.

Is any data stored locally on the device or 
computer (speech recognition)?

The corresponding speech recognition clients 
stream audio data in real time to the secure 
server environment for speech recognition 
processing. The retention of the recognised text 
returned by the speech recognition server  
is the responsibility of the target application  
and the user.
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Any questions?

We would be happy to advise you on our solutions, services and possible test installations by 
email at info@voicepoint.ch or by phone at +41 44 933 39 39.

mailto:%20info%40voicepoint.ch?subject=

